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/FMA 's Risk Management Course 

• How likely is it that the events will occur? (Refer to history and or predictions.)

• How severe might the financial consequences be? What is the impact to core
business functions? Consider both direct and indirect costs.

• How severe might the human and physical consequences be?
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• How complex and interactive are the business relationships? How do the various
departments within the organization, employees, visitors, other stakeholders, and
area residents depend on each other?

• Which factors are time-related?

• How effective are the controls (protections and back-ups) that are currently in
place?

• How might the employees react? How might it affect the brand's reputation?

When a risk is hard to evaluate, quantitative and qualitative analysis will help you better 
) understand the potential impact. Use data from expert research and from benchmarking 

7 · studies done for similar facilities to help guide your analysis. Members of the team doing 
the analysis may have their own biases, opinions, and perceptions of the potential risk. 
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Data can help overcome this bias. 

For each risk that is identified, a team estimates the likelihood of the threat and determines 
the impact that event would have on the core business. The members of this team should 
be subject matter experts and representatives from all related functions who would 
understand the severity and likelihood of the hazards. Risks that pose a threat to life, safety, 
or health should be assigned a high priority. For certain risks, such as those related to 
weather, you may find data to help determine how likely the event is to happen. 

Here are two examples of risk analysis: 

Example 1: 

Categorize risks either by who or what is impacted (e.g., people, facilities, or technology) or 
by the potential cause (e.g., environment, human, or technology). Grouping risks this way, 
may help the team think through the likelihood and impact of all those potential threats. 
The group can decide on the rankings for example, 1 being low and 5 being high. They can 
also �ecide how to calculate the score, for example multiply the likelihood by the severity. 
The output of this process is a matrix that shows how the priority was determined, as seen 
in Table 1: Example of Risk Analysis Matrix below. 

Risk Likelihood Severity Risk Priority 

(1-5) (1-5) Score 

Environmental hazard occurs during 3 3 9 2 
renovation or remodeling. 
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